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PRIVACY ADDENDUM

This Privacy Addendum (hercinafier “Addendum™) to the Agreement betwgen the parties dated
23 -S'gf;ﬁ 20/5 (hervinafter “Agrocment™) is estered into by amd between the

Calcasion Parish Schaol Board (bereinafter “School Board”) md L J” Creafe Zrc.  (heretnaftor

“Vendof’).ThisAddeaniseﬁhcﬁveuofthe_g_dayof__ﬁﬂt_,zol_{.

The State of Louisiana recently epacted new laws governing the collection, discloguge and use of students’
personally idertifiable information, The new laws require that any conteaots between a school system and a
third-party who is entrusted with personally identifieble information of any student contain the statutorily
prescribed minimum elements regarding the use of student personally identifiable information. (hereinafter
“PII"). Vendor eprees to comply with those new laws which are now designated La, R.S. 17:3914, =s
amended, particularly subseotion “F” thersto, and to protect the privacy of student data and PIL

Vendor agrees to protect student information in a roanner that allows acceys 1o student information, including
P, only by thoae individuals who are authoxized by the Agreement or Addendum to access said juformation.
Personally identifiable jnformation must be protected by appropriate security measures, including, but net
limited to, the use of user names, secure passwords, encryption, security questions, and other similac
measures, Vendor’s network must maintain a high Jevel of electrovdo protestion to ensure fhe infegrity of
sensitive information and to prevent unauthorizad access in these systems. Thes' Vendar ugrees to perform
regular Taviews of its protection methods and pexform system auditing to aintain profection of its systems,
Vendor agrees to waiptain systerns sccure from uneuthorized access that are patched, up to date, and have all
appropriate seourity updates jnstalled.

To ensure that the only individuals and entities who can access and/or receive student deta are thoge that hava
been specifically authorized under the Agreoment to access and/or receive personally identifiable student data,
Vendor shall implement vations forms of suthentication to identify the specifls individual who is acoessing or
has accessed tho jnformation. Vendor must fodividually determine thio lovel of security that will provide the
statutorily required level of protection for the student datz it matateins. Vendor shall not alfow any- individual
or entity unanthenticated access to confidential personaily identifisble student records or data at any time,
Only. those jndividuals whose job dutics directly involve fulfillment of the torms of the Agreement or this
Addendur, and who aro in a “need to know™ position, shall be permitied to access PT ox student data,
Vendor shall provide School Board, upon request, with jdentities and positions of those persons who are
suthorized to access Pl under the Agreement or the Addenduxn.

Vendor shafl implement appropriate measures to ensure the confidentiality and security of personaily
identifiable information, protect against any wnauthorized access ox disclosure of information, and prevent any
uther action that could resukt ju substantial harm to the School Board or apy Individuat identified by the data.

Vendor agrees that any aud all pessonally identifiable student data will be stored, processed, and maintained

in 2 secure Incation and solely on designated servers. No School Board data, st eny time, witl be processed on

or transferred to any portable computing devics or any portable storage medium, uyless that storage medinm
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i8 in use a8 part of the vendor’s designated backup and recovery processe.s. All servers, storage, backups, and .
network paths utitized in the delivery of the sarvice shall be contained within the United States unless
specifically agreed to in writing by the Schoo? Board. .

Vendor agrees that any and efl data obtained from the School Board shell be used expressty and solely for the
purposes exumerated in the Agreaxnent. Data shall not bo disttitmted, used, or shared for any other purpose.
As required by Federal and State law, Vendor firther agrees that no data of amy kind akall be revealed,
transmitted, exchanged, or otherwise passcd to other vendors or parties. BExcept as specifically permitted by
the terms of the Agrecrnent, Vendor shall mot sell, fransfer, chare, or process agy student data for any
cornmerclal, advertising, or matketing puspose.

Vendar shall develop a policy for the protection and stotage of audit lags. The policy shall require the storing
of audit logs and records on @ server separate from the system that generates the audit trail. Vendor smegt
resiriet access o audit logs 1o prevent tampering or altering of audit data, Retention of sudit trails shall be
based on a scheduls determined after consultation with operstional, teohnical, risk management, aud logal
staff.

Vendor is permitted to disolose PII and student date to its employses, authorized subcontractors, agents,
consultants and auditors on a meed to know basis only, provided that all such subcontractors, agents,
consultants, and auditors have written confidentiality obligations to Vendor snd the Schonl Board consistent
with the torms of this Addendum. The confidentiality obligations shalk survive texmination of any agreement
with Vendor for so fong as the juformation remains confidential, whichever is lonpex, and will invire to the
benefit of the School Board.

Vendor ackmowledges amd agrees that unauthomized disclosure or use of protected Inforxostion may
irreparably davsage the School Board in such a way that adequate compensation could not be obtained solely
in monetary damages. Accordingly, the School Board shall have the right to seck infmctive relief restraining
the actual or theeatensd unavthotized digclosute or use of any protected information, in addition to any other
ronnedy otherwise available (inctuding reasonible attomey fees). Vendox hereby waives the posting of a bond
by Scbool Board with respect to amy action for injunctive relief. 'Vendor further prants the School Board the
right, but not the obligation, to enfrce thege-provisions by suit in Calcagien Parish, Louisiaps, in Vendor's
pame agalnst amy of Vendor’s employees, officers, board members, owners, representatives, agents,
contractors, and subcontractots.

Vetndor gherll establish, implement, snd provids to Schoeol Board evidence thereof, a clear data breach
responso plan outlining organizationat policies and procedures for addressing a potestial breach. Vendor's
response plan shall require prompt response for minimizing the risk of eny further data logs and of apy
negativa consoquences of the breach, including potential hamm to affeoted judividuals, A data breach is any
instance in which there is an unauthorized or unlawfiul releass or acoess of personally identifisbie infoxmstion
or other information not snitable for public release. This definition applies regardless of whether Vendor
stores and manages the data direotly or through a contractor, such ag a ¢loud service providar.

Vendor agrecs to comply with the requirements of La. R.S. 51:3071 ot seq. (Louisiana Detabase Breach
Notification, Law) as well a3 any other applicable laws regarding notification of individuals of data breaches,
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under applicable law, 2od to fndemnify, hold harmlass and defend the School Board and s employees from
and against any and all claims, damages, or canses of action related to the unaytharized accesy-and/or relesse.

In accordance with applicable state and federal law, Veador agrecs that auditors from. any state, fedexsl, or
other agenoy, a3 well as auditors so degignated by the Sohool Board, shall have the option to audit Vendor's
service tmder the Addendum and the Agreenent, including but not Kmited 1o privacy and security audits,
Records pertaining to the service shall be made available to anditors and the School Bortd when requestsd,

Vendor agroes that if the otiginal Contract is terminated or if the original Contract expires, Vendor shall
return all data obtaiuedinﬂxepﬁfommgeofi&!workmderthemmentozﬂwwen@mmme'school

The terms of this Addendum shall supplement andmpelsedeanvconﬁic&ngtcxm or conditions of the
Agreement between the Parties, Subject to the foregoing, the terms of the original Agreement shall remain in

full force and effect,
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